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by Christopher Neufeld (neufeld@linuxcare.com)

version 0.12. 2000-10-27.

This document outlines the things you will probably have to do when you want to set up a network of
computers under your own domain. It covers configuration of network parameters, network services, and
security settings.

1. Notices

* 1.1 Disclaimer
« 1.2 Location

* 1.3 Copyright

2. Introduction

3._Planning Your Network Topology
4. Obtaining Your Connection

* 4.1 Choosing Your Provider

» 4.2 Preparing For Hardware Installation
» 4.3 Testing The Connection

* 4.4 Using A Dynamic IP

5._Regqistering A Domain Name
6._Deciding Which Domain Services You Will Host

* 6.1 Primary DNS Authority
* 6.2 Electronic Mail

* 6.3 Web Space Hosting
* 6.4 FTP Site Hosting
* 6.5 Packet Filtering

7._Configuring Your Hosted Services

« 7.1 Setting up Name Resolution

» 7.2 DNS Configuration If You Are Not Hosting Email
7.3 Setting up Electronic Mail

» 7.4 Setting up Web Space Hosting
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7.5 Setting up FTP _Hosting
* 7.6 Setting up Packet Filtering

8._Securing Your Domain

« 8.1 Configuring Your Firewall

« 8.2 Configuring OpenSSH or SSH1
« 8.3 Configuring X

* 8.4 Configuring Disk Sharing

9._Acknowledgements
10._Glossary of Terms

1. Notices

1.1 Disclaimer
This is a preliminary document. | have glossed over many things which could be given in much more detail,

and have probably missed important sections entirely. Any suggestions for additions, deletions, or areas
where | ought to provide more or less detail are very welcome.

1.2 Location

The most recent version of this document can be found at
http://caliban.physics.utoronto.ca/neufeld/Domain.HOWTO!/.

1.3 Copyright

Copyright (c) by Christopher Neufeld. This document may be distributed only subject to the terms and
conditions set forth in the LDP Licensetlais location.

2. Introduction

This is a guide to setting up your own domain of Linux machines, or mixed Linux and Windows machines,
on an always—up connection with a static IP and a named domain. It is not really intended for setups which
use dynamic IPs, or which are regularly disconnected from their provider for long periods of time, though
some basic hints for operating such a setup are available in ddstimnA Dynamic IP.

With the increasing availability of permanent connections and static IPs, it's becoming easier for people and
organizations to set up a real domain, with the associated Internet presence. Proper planning at the outset ¢
reduce problems later.

Much of this document describes techniques for implementing unobtrusive security on the newly exposed
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network. This deals with protection from external attack, and from casual internal attack. It does not claim to
provide an extremely secure setup, but is usually enough to discourage the less determined attacker.

This document is primarily directed at small organizations which have an existing network of computers,
possibly with a shared dialup line, which are trying to move to a permanent, relatively high—speed
connection, either to improve data transfer with the outside world, or to create a WWW or FTP site. The
document is also directed at new organizations which want to skip the early stage and start out with higher
speed networking and services under their own domain name.

Throughout this document, | will discuss the configuration of a newly registered domain, example.com. Note
that the name example.com is reserved by the Internet Assigned Numbers Authority for use in
documentation, and so will never correspond to an actual domain.

Much of the information in this document is available in other places. | have tried to distill the material
relevant to the creation of a new domain. Where detail on a specific subject is lacking, you may want to
consult one of the more comprehensive documents.

This document will also assume a mixed OS environment. Specifically, | will assume that some desktop
machines are running some version of Microsoft Windows, while servers and the private network gateway
are running Linux.

3._Planning Your Network Topology

While there are arguments which can be made for many different network layouts, the requirements of many
organizations can be met by putting the desktop machines and private servers on a private masqueraded
subnet, and the publicly accessible machines on valid external IPs. The machines on valid external IPs will |
referred to in this document as ““exposed hosts". This leads to the following (example) topology:

| | } t
| ISP-supplied | | FTP server |
| router | | t t

I 1
t t

— | WWW server #1 |

|[-————- | WWW server #2 |

E— | Private |
| Network |
| Gateway |
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| Desktop #1 | [ | Private server #1 |

| Desktop #N | | | Private server #N |

4+ 4+
y y

In this example, the router provided by the ISP (Internet Service Provider), FTP server, WWW servers, and
the machine labelled "“private network gateway" all have externally visible IP numbers, while the desktop
and private server machines have IP numbers allocatecdRFdIN1918, reserved for private use. The IP
numbers you choose for use within the private network (everything below the private network gateway
machine) should be chosen to be unique, not only among the hosts under your control, but should also not
conflict with numbers assigned on similar private subnets at other sites or partner companies with whom yol
might, at some time, want to implement a virtual private network, in order to reduce confusion and
reconfiguration when the networks are merged in that way. As outlined in the RFC, you can choose from an
class C network from 192.168.0.* to 192.168.255.*, or any class B network from 172.16.*.* to 172.31.*.*, or
the class A network 10.*.*.*. In the rest of this document | will assume that your private network (if you've
chosen to create one) is on the class C network 192.168.1.*, and your private network gateway machine is
IP number 10.1.1.9, one of the IP numbers provided to you by your provider (note that this is not a valid
external IP, | use it as an example only). | will also assume that there is a machine, betty.example.com, at
10.1.1.10, which will handle both www and FTP services.

Take note of the number of external IP numbers which you need for your own machines. You will need one
IP number for each machine which lies outside the private network gateway, plus one for the gateway itself.
This count does not include any IP numbers which may be taken by routers, broadcast addresses, and so o
You should ask your provider for a block of addresses large enough to mount the given number of machine:s
For example, in my office network, of the 8 IP numbers allocated from the ISP, three were not usable by my
computers, leaving enough IP numbers for four machines outside the gateway, plus the gateway itself.

This network topology is not correct for everybody, but it is a reasonable starting point for many
configurations which don't have special needs. The advantages of this configuration include:

» Easy expandability. If you suddenly double your number of private nodes, you don't have to worry
about getting a new IP block from your provider and reconfiguring all of the interfaces on your
machines.

« Local network control. Adding a new workstation to your private network requires no
communication with your provider, unlike exposed nodes, which need both forward and reverse DNS
(domain name service) mappings if they are to perform certain tasks (ssh and ftpd may complain if
they can't perform reverse and forward DNS on incoming connections). A reverse DNS query is an
attempt to obtain the host name from the IP nhumber.

« Centralized security. The private network gateway can enforce security over the whole private
network, filtering packets and logging attacks, rather than having to install such measures on each
desktop and server on the private network. This can be enforced not only on incoming packets, but
also on outgoing packets, so that a misconfigured desktop machine doesn't inadvertently broadcast
data to the outside world which ought to remain internal.

 Easy transplantability. Because the IP numbers within the private network are yours for as long as
you want them, you can move the entire network to a new range of IP numbers without having to
make any changes to the network configuration on the private network. The publicly exposed hosts
still have to be reconfigured, of course.

3. Planning Your Network Topology 4
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« Transparent Internet access. The machines on your private network can still use FTP, telnet, WWW,
and other services with minimal obstruction, assuming a Linux masquerading router. The users may
not even be aware that their machines are not on externally visible IP humbers.

Some of the potential disadvantages of such a configuration are:

« Some services will not be available directly to the machines on the internal network. NTP
synchronization against an outside host, certain obscure services which may not have masquerading
rules in the kernel, and .shosts authentication for logging in to external nodes are all difficult or
impossible, but simple workarounds are almost always available.

« More network hardware costs. The private network gateway machine needs two network cards, and
you need at least two hubs / switches, one on the visible network and one on the private network.

« Machines outside the private network cannot easily make direct connections to machines within the
private network. They may have to open a session first on the private network gateway machine, the
log through to the internal host. It is possible to route packets transparently through the firewall, but
this is not recommended for security reasons which will be discussed in a later section.

You should consider these points in planning your network topology, and decide if a fully visible network is
more appropriate for your situation. In the rest of this document | will assume that you have configured your
network as shown above. If you have chosen to have a fully visible network, some details will differ, and |
will try to point out such differences in this document.

As a special case, if you do not need any external servers, the ISP—supplied router can be attached directly
your external interface on the private network gateway machine, rather than with a hub.

4. Obtaining Your Connection
4.1 Choosing Your Provider

As with anything, shop around. Determine which services are available in your area, as well as the costs
associated with those services. Not all locations are wired to accept DSL, and some locations may not be
suitable for wireless connections due to constraints of the landscape, architecture, or environment. Be
prepared to provide the street address of the location where your hookup will be installed, as DSL speeds al
strongly dependent on your distance from the switch, and ask specifically about such details as bandwidth
between your machine and the provider, what has to be done to install the connection, and what hardware i
provided in the quoted monthly rate. Also, you should have some idea of how many IP numbers you need fc
your own machines (remember that not all IP numbers in the block you get from the provider will be
available for attaching your computers). Ask the provider what their total bandwidth is out to the outside
world, as the quoted speed is only between your site and theirs. If the provider has insufficient bandwidth to
the outside, the customers will suffer bottlenecks within the provider's network.

Once you have narrowed down a list of candidates, ask around, see if anybody can provide you with
recommendations for the services you're considering. Ask them what sort of bandwidth they get to unloadec
sites. Also, if you intend to have fast connections between the new domain and local ISP accounts from
home, for telecommuting, or just remote administration, it is essential that you do a traceroute from your
home ISP account to a host operating on the service you're considering. This will tell you how many hops,
and how much latency you should expect, between home and the new domain. Latencies much above 100
200 milliseconds can be difficult to use for extended periods of time. The traceroute should be run around th
time of day that you expect to make use of the network connection between home and the new domain.

4. Obtaining Your Connection 5
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4.2 Preparing For Hardware Installation

After you have chosen the provider and service type for the new domain, ask about installation details. You
may require service calls from the telephone company as well as from the ISP in order to install the service,
and the technicians may need access to controlled areas of your building, so inform the building engineer of
the installation requirements.

Before the ISP technician arrives, ask for the network parameters, specifically the IP humber, netmask,
broadcast address, gateway routing address, DNS server address, and also what cabling you need to conne
to the hardware delivered by the technician (i.e. straight—-through or crossover RJ45 cabling, etc.).

Have one machine available for testing, and put it close to where the network connection hardware will be
installed. If possible, configure it before the service technician arrives, setting the IP number and netmask,
and have the appropriate cabling ready so that the installation and testing can be done quickly.

4.3 Testing The Connection

With your test machine attached to the ISP's hardware, make sure that you can ping sites beyond the ISP. |
not, a traceroute to the outside can help to show where the connection is failing. If traceroute shows no
successful hops it indicates that your test machine's network configuration (default route, interface address,
NIC drivers, DNS, etc.) is incorrectly set. If it shows one hop, that could mean that your router is not
correctly configured to communicate with the ISP. If it shows several hops before failing, the problem is
almost certainly in the ISP or in the outside world, and beyond your immediate control.

4.4 Using A Dynamic IP

The benefits of a corporate connection, with a static IP block and various hosted services, comes with a cos
It can be more than ten times as expensive as a high speed home connection on DSL or cable modem. If th
budget can't support a corporate connection, or if no such connections are available in your area, you might
want to try to set up a domain on a dynamic IP. Instead of a range of IP humbers, you typically get exactly
one, which means that your private network gateway machine will also have to host any incoming services
from the outside.

First, you might want to check the legality of it. Many companies' user agreements explicitly forbid setting ug
externally—accessible servers on personal accounts. They may enforce this with packet filters blocking
incoming connections on the http and FTP ports. You should also be aware that the quoted connection spece
for personal accounts such as home DSL or cable modem are the downlink speeds, and that the uplink spe
might be much slower. The uplink speed is what is important for serving up FTP or web content.

If you have a dynamic IP, and you want to have incoming connections, you will have to subscribe to a
dynamic IP hosting service, such as one of those listBgratmic DNS Providers. These services typically

work by running software on your machine which passes your current IP humber on to the company's serve
When your current IP number arrives at the servers, their DNS tables are updated to reflect the new value.
You can either get a domain name under their domain name, such as ““example.dynip.com" or
“example.dynhost.com”, or you can register your own domain and set the primary DNS authority to point to
the company providing this service (usually at a higher cost).

There is also a free hosting serviceDamain Host Services. They seem fairly new, and there are few details
on their web site at the moment, but you might find it worth a look.

4.2 Preparing For Hardware Installation 6
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If you have set up a dynamic IP, and subscribed to one of these services, it will affect some of the decisions
you make in sectioPeciding Which Domain Services You Will Host. In particular, there is little point
subscribing to a dynamic IP hosting service if you do not plan to host at least one of web or FTP services.
You will have to set primary DNS authority to point to the company you've chosen. You should not have a
named daemon answering requests from outside your private network. Other details, such as handling of
email, will depend on the specifics of the service you've subscribed to, and can best be answered by the
support staff of that company.

One final note: if you want to have remote access to a machine with a dynamic IP, but don't need it for
hosting other services, the inexpensive solution is to create a ““drop box" on a publicly accessible machine
with a static IP, and have your dynamic IP host send its IP humber there, either in email or simply by writing
it into a file on a shell account. When you want to access your machine remotely, first extract the current IP
number from the drop box, then use slogin to attach directly to that IP number. This is, after all, really all tha
a dynamic IP hosting service does, they just do it automatically over standard services, saving you some
steps.

5._Reqistering A Domain Name

In order for people in the outside world to locate your servers under the domain name of your choice, wheth
for web, FTP, or email delivery, you will have to register the domain name for insertion into the relevant top
level domain database.

Exercise some simple prudence in choosing your domain name. Certain words or phrases may be forbidder
on the grounds of community standards, or may be offensive to visitors whose language or slang differs fror
that of your region. Domain names can contain only the 26 letters of the Roman alphabet (without accents),
the hyphen (though not at the beginning or end of the name), and the 10 digits. Domain names are not
case-sensitive, and can be at least 26 characters long (this limit is subject to change). Be careful not to
register a name which you can reasonably have been expected to know infringes on the trademarks of an
existing company, the courts are not kind to cybersquatters. Some information on the circumstances under
which your poorly—chosen domain name might be stripped from your control are available_in this Uniform

Domain Name Dispute Resolution Policy.

There are many companies which register names in the “".com", “".net", and “".org" top level domains. For a
current list, check thiest of accredited registrars.

To register a name under a country top level domain, such as a “".ca", ~.de", “".uk", etc., check with the
appropriate authority, which can be located in@loeintry Code Top-Level Domains database.

Typically, you have to provide the registrar with contact information, primary and secondary DNS IP
numbers, a change request validation scheme (you wouldn't want just anybody changing your domain for
you), and money in the form of an annual fee. If you're not comfortable with the change request validation
schemes offered by a registrar, let them know that you're not willing to use the service until they address yol
security concerns.

6._Deciding Which Domain Services You Will Host

Most full-service ISPs will provide a variety of domain services for their customers. This is largely because

5. Registering A Domain Name 7
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of the problems associated with hosting these services under certain other, more popular desktop and serve
operating systems. These services are much easier to provide under Linux, and can be hosted on fairly
inexpensive hardware, so you should decide what services you want to take on for yourself. Some of these
services include:

 Primary DNS authority on your domain. See secBdmary DNS Authority.
* Electronic mail. See sectidlectronic Mail.

* Web space hosting. See sectileb Space Hosting.

» FTP space hosting. See sectiéfP_Site Hosting.

 Packet filtering. See sectidtacket Filtering.

In each of these, you basically have to weigh convenience against control. When your ISP performs one or
more of these services, you can usually be fairly sure that they have people with experience maintaining the
service, so you have less to learn, and less to worry about. At the same time, you lose control over these
services. Any changes require that you go through the technical support of your ISP, something which may
sometimes be inconvenient or cause longer delays than you would like. There's also a security issue involve
the ISP is a much more tempting target to attackers than your own site. Since an ISP's servers might host
email and/or web space for the dozens of companies which are their customers, an attacker who compromi:
one of those servers gets a much higher return for his efforts than one who attacks your personal servers,
where only one company's data is kept.

6.1 Primary DNS Authority

When a person somewhere in the outside world attempts to connect to a machine in the new example.com
domain, queries are sent between various servers on the Internet, ultimately resulting in the IP number of th
machine being returned to the software of the person attempting the connection. The details of this sequenc
are beyond the scope of this document. Neglecting many details, when a request is made for the machine
fred.example.com, a centralized database is consulted to determine what is the IP number of the machine
which holds primary DNS authority for the example.com domain. This IP humber is then queried for the IP
number of the machine fred.example.com.

There must be a primary and a secondary DNS server for every domain name. The names and IP humbers
these two servers are stored in a centralized database whose entries are controlled by domain registration
authorities such asdetwork Solutions.

If you elect to have primary DNS authority hosted by your ISP, these two servers will probably both be
machines controlled by the ISP. Any time you want to add an externally visible machine to your network,
you will have to contact the ISP and ask them to put the new machine in their database.

If you elect to hold primary DNS authority on your own host, you will still use another machine as your
secondary. Technically, you should use one on a redundant Internet connection, but it is very common that
the secondary is held on one of your ISP's machines. If you want to add an externally visible machine to yol
network, you will have to update your own database, and then wait for the change to propagate (something
which takes, typically, a small number of hours). This allows you to add barney.example.com without having
to go through your ISP.

Itis a good idea to set up secondary DNS on a geographically distant host, so that a single cable cut near y
ISP doesn't take both your primary and secondary DNS servers off line. The domain registrar you used to
register your domain name may provide secondary DNS service. There is also a freeGemiteCanyon,
available to anybody who asks.

6.1 Primary DNS Authority 8
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Regardless of whether or not you choose to act as primary DNS authority for your domain, see section
Setting Up Name Resolution for configuration help. You will want some sort of name resolution system for
your private network, even if you delegate primary DNS authority to the ISP.

6.2 Electronic Mail

When you subscribe with your ISP, they will typically supply a number of email boxes. You can elect to use
this service exclusively, in which case all incoming email is stored on the ISP's servers and your users read
their mail with POP3 clients which connect to the ISP's servers. Alternately, you may decide to set up email
on your own machines. Once again, you should weigh the merits of the two approaches, and choose the on
which you prefer.

Things to remember if you use the ISP for all email:

« It may be easier to access the email from home, or from other locations when you're on a business
trip, depending on the security which you use to protect your domain.

« Email is routinely stored on the ISP's servers, which may be a problem if sensitive material is sent
unencrypted.

* You have a limited number of email accounts, and may have to pay if you exceed this limit.

» To create a new email address, you have to go through the ISP.

Things to remember if you provide your own email:

< Email is routinely stored on your own servers, with backup storage on your ISP if your mail host
goes down or its disk fills up.

* You have an essentially unlimited number of email accounts, which you can create and delete
yourself.

* You have to support the email clients used on your private network, and possibly by people trying to
read their email from home.

One possible approach is to host email yourself, but also use the several email addresses provided by the I
People who need email accessible from outside the private network can have an email address in your dom
which gets redirected to one of the ISP-supplied email addresses. Others can have local email on the priva
network. This requires a bit more coordination and configuration, but gives more flexibility than either of the
other approaches.

Should you choose to host email for your domain, see segtittimg Up Email For Your Domain for
configuration help.

If you decide not to host email for your domain, refer to se@id® Configuration If You Are Not Hosting
Email for important notes on the name resolution configuration.

6.3 Web Space Hosting

Your ISP may allocate you a certain amount of space on their web servers. You might decide to use that, or
you might have a web hosting machine which you put on your external network, in one of your external IP
numbers.

Points to remember if you choose to use the ISP's web space hosting:

6.2 Electronic Mail 9
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* You have a certain disk space allocation which you should not exceed. This will include not only
web space contents, but also data collected from people visiting the site.

« The bandwidth between your web server and the outside world will almost certainly be higher than it
would be if you hosted it on your own hardware. In any case, it will not be slower.

« It may be difficult to install custom CGI scripts or commercial packages on your web site.

 Your bandwidth between your network and your web server will almost certainly be lower than it
would be if you hosted it on your own network.

Points to remember if you choose to host your own web space:

« You have much more control over the hosting machine. You can tailor your security more precisely
for your application.

« Potentially sensitive data, such as credit card numbers or mailing addresses, remains on machines
which you control.

« Your backup strategy is probably not as comprehensive as your ISP's.

Notice that | do not mention anything about the ISP having more powerful hardware, higher peak data rates
and so on. By the time these things become important, you're talking about very high data rate network
connections, and, quite frankly, you had better be delegating these decisions to a skilled consultant, not
looking in a Linux HOWTO.

Should you choose to host web space for your domain on your own server(s), refer to other documents, suc
as the WWW-HOWTO, for configuration help. | strongly recommend that this service be run on a different
machine from the private network gateway machine, for security reasons.

6.4 FTP Site Hosting

Basically, the same arguments apply to FTP hosting as apply to WWW hosting, with the exception that activ
content is not an issue for FTP, and CGI scripts don't appear. Most of the recent ftpd exploits have come fro
buffer overruns resulting from the creation of large directory names in anonymously—writable upload
directories, so if your ISP allows uploads and is lax in keeping up with security updates on the FTP daemon
you might be better off hosting this service yourself.

Should you choose to host FTP for your domain on your own server(s), make sure to get the latest version c
your FTP daemon, and consult the configuration instructions there. Once more, | strongly recommend that
this service be run on a different machine from the private network gateway machine, for security reasons.

For wu—ftpd, | would recommend the following configuration options:

» ——disable—upload - unless you need anonymous uploads

« ——enable—anononly — encourage your local users to use scp to transfer files between machines.

« ——enable—paranoid - disable whatever features of the current release might be considered
guestionable.

6.5 Packet Filtering

Some ISPs will put packet filters on their network, to protect the users of the system from each other, or fron
external attackers. Cable modem networks and similar broadcast networks have had embarrassing problem
when users of Windows 95 or 98 inadvertently set up disk shares, exporting the full contents of their hard

drives to anybody on the network segment who cared to browse for active servers in the neighbourhood. In
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some cases, the solution has been to tell the users not to do that, but some providers have put filtering into |
access hardware to prevent people from exporting their data by accident.

Packet filtering is really something which you ought to do yourself. It fits in easily into the kernel running on
your private network gateway machine and gives you a better idea of what's happening around you. You
often will find that you have to make small tweaks to the firewall to optimize it during the initial setup, and
this is much easier to do in real time than through a technical support contact.

Should you choose to do packet filtering for your domain, see s&giting Up Packet Filtering for
configuration help.

7._Configuring Your Hosted Services

7.1 Setting up Name Resolution

You will want some way for the computers on your network to refer to one another by name, and also a way
for people in the outside world to refer to your exposed hosts by name. There are several ways to go about
doing this.

DNS On Private Network, ISP Handles Domain

[ Note: if you have chosen not to implement a private network, go to séctiilmExposed Network, Hosted
By ISP. ]

In this configuration, you have delegated responsibility for the primary DNS authority on your domain to the
ISP. You still use DNS within your private network when hosts there want to talk to one another. You have
given your ISP a list of the names and IP numbers of all exposed hosts. If you want one externally visible
machine, for instance betty.example.com, to act both as web and FTP server, you should ask the ISP to ma
CNAME entries for www.example.com and ftp.example.com pointing to betty.example.com.

Set up DNS on your private network gateway machine. This can be done securely, and makes upgrading
easier, should you later decide to host primary DNS authority for your domain.

| will assume that you have decided to host DNS from the machine dns.example.com, which is on the privat
network gateway, and an alias for fred.example.com at 192.168.1.1. Some small modifications have to be
made to this configuration if this is not the case. | will not cover that in this HOWTO unless there is
significant interest.

You will have to download and compile a recent version of BIND, the Berkeley Internet Name Domain. It is
available at th&IND web site. Next, you have to configure the daemon. Create the following file,
/etc/named.conf:

options {
directory "/var/named";
listen—on { 192.168.1.1 };

h

zone "." {
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type hint;
file "root.hints";

h

zone "0.0.127.in—addr.arpa” {
type master;
file "pz/127.0.0";

zone "1.168.192.in—addr.arpa" {
type master;
file "pz/1.168.192";

h

zone "example.com" {
type master;
notify no;
file "pz/example.com";

Note that we are declaring ourselves the master for the example.com domain. Meanwhile, our ISP is also
declaring itself to be the master for the same domain. This is not a problem, as long as you are careful abou
the setup. All of the machines on the private network must use dns.example.com to perform their name
resolution. They must not use the name resolvers of the ISP, as the ISP name server believes itself to be
authoritative over your entire domain, but it doesn't know the IP numbers or names of any machines on youl
private network. Similarly, hosts on exposed IP numbers in your domain must use the ISP name server, not
the private name server on dns.example.com.

The various files under /var/named must now be created.

The root.hints file is exactly as described in the BIND documentation, or ifbiti€ HOWTO. At the
time of this writing, the following is a valid root.hints file:

H.ROOT-SERVERS.NET. 6d15h26m24sIN A 128.63.2.53
C.ROOT-SERVERS.NET. 6d15h26m24s IN A 192.33.4.12
G.ROOT-SERVERS.NET. 6d15h26m24sIN A 192.112.36.4
F.ROOT-SERVERS.NET. 6d15h26m24sIN A 192.5.5.241
B.ROOT-SERVERS.NET. 6d15h26m24s IN A 128.9.0.107
J.ROOT-SERVERS.NET. 6d15h26m24s IN A 198.41.0.10
K.ROOT-SERVERS.NET. 6d15h26m24s IN A 193.0.14.129
L.ROOT-SERVERS.NET. 6d15h26m24s IN A 198.32.64.12
M.ROOT-SERVERS.NET. 6d15h26m24s IN A 202.12.27.33
I.ROOT-SERVERS.NET. 6d15h26m24s IN A 192.36.148.17
E.ROOT-SERVERS.NET. 6d15h26m24s IN A 192.203.230.10
D.ROOT-SERVERS.NET. 6d15h26m24sIN A 128.8.10.90
A.ROOT-SERVERS.NET. 6d15h26m24s IN A 198.41.0.4

The pz/127.0.0 file is as follows:

$TTL 86400

@ IN SOA example.com. root.example.com. (

7. Configuring Your Hosted Services 12


ftp://metalab.unc.edu/pub/Linux/docs/HOWTO/DNS-HOWTO
ftp://metalab.unc.edu/pub/Linux/docs/HOWTO/DNS-HOWTO

Setting Up Your New Domain Mini-HOWTO.

1 ; Serial
8H ; Refresh
2H ; Retry
1w ; Expire

1D) ; Minimum TTL
NS  dns.example.com.
1 PTR localhost.

The pz/1.168.192 file is as follows:

$TTL 86400

@ IN  SOA dns.example.com. root.dns.example.com. (
1 ; Serial
8H ; Refresh 8 hours
2H ; Retry 2 hours
1w ; Expire 1 week
1D ; Minimum 1 day
)

NS  dns.example.com.

1 PTR fred.example.com.
PTR dns.example.com.
PTR  mail.example.com.
PTR barney.example.com.
3 PTR  wilma.example.com.

N

and so on, where you create one PTR record for each machine with an interface on the private network. In
this example, fred.example.com is on IP humber 192.168.1.1, and is pointed to by the dns.example.com an
mail.example.com aliases. The machine barney.example.com is on IP number 192.168.1.2, and so on.

The pz/example.com file is as follows:

$TTL 86400
@ IN SOA example.com. root.dns.example.com. (
1 ; Serial
8H ; Refresh 8 hours
2H  ; Retry 2 hours
1W  ; Expire 1 week
1D  ; Minimum 1 day
)
NS dns.example.com.
IN A 192.168.1.1
IN MX 10 mail.example.com.
IN MX 20 <ISP mail machine IP>.
localhost A 127.0.0.1
fred A 192.168.1.1
A 10.1.1.9
dns CNAME fred
malil CNAME fred
barney A 192.168.1.2
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wilma A 192.168.1.3
betty A 10.1.1.10
Www CNAME betty
ftp CNAME betty

Note that we create entries for machines both within the private network and on external IPs, since machine
within the private network will not query the ISP's name servers for a request on, say, betty.example.com. W
also provide both IP numbers for fred, the private and external IP humbers.

One line in the ““options" section of /etc/named.conf bears discussion:

listen-on { 192.168.1.1 };

This will prevent your named daemon from answering DNS requests on the outside interface (all requests
from the outside must go through the ISP's hame resolver, not yours).

Non—DNS Resolution On Private Network, ISP Handles Domain

[ Note: if you have chosen not to implement a private network, go to séctiilmExposed Network, Hosted
By ISP. ]

In this configuration, you have decided that your private network is fairly small and unlikely to change often.
You have decided not to use the centralized database of a DNS server, and instead to maintain the host
resolution separately on each machine. All machines should use the ISP's DNS server for their host name
resolution for machines beyond the private network gateway. For name resolution on the private network, a
hosts table has to be created. For Linux, this means entering the names and IP nhumbers of all of the machir
on the private network into the /etc/hosts on each machine. Any time a new machine is added, or a name
or IP number is changed, this file has to be updated on each Linux box.

As in sectiorDNS Resolution on Private Network, ISP Handles Domain, the list of host names on exposed IF
numbers must be sent to the ISP, and any aliases (such as for www and ftp names) should be specified so
a CNAME entry can be created by the ISP.

You Are Primary DNS Authority For Domain

While you could set up named resolution on the exposed hosts, and private database resolution for the priv:
network, | will not cover that case. If you're going to be running named for one service, you ought really to
do it for both, just to simplify the configuration. In this section | will assume that the private network gateway
machine is handling name resolution both for the private network and for outside requests.

At the time of this writing, under version 8.2.2 of the BIND package, there is no way for a single

named daemon to produce different answers to requests, depending on which interface the request arrives
We want name resolution to act differently if the query comes from the outside world, because IP numbers ¢
the private network shouldn't be sent out, but have to be available in answer to requests from within the
private network. There is some discussion of a new ““views" keyword which may be added to BIND to fill
this need at a later date, but until that happens, the solution is to run two named daemons with different
configurations.

First, set up the private network domain name server as described in B&t8dResolution on Private
Network, ISP Handles Domain. This will be the name resolver visible from within your private network.
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Next, you have to set up DNS for your domain, as visible to hosts in the outside world. First, check with youl
provider to see if they will delegate reverse lookups of your IP humbers to them. While the original DNS
standard didn't account for the possibility of controlling reverse DNS on subnets smaller than a class C
network, a workaround has been developed which works with all compliant DNS clients, and has been
outlined inREC 2317. If your provider is willing to delegate control of reverse DNS on your IP block, you

will have to determine from them the exact name of the in—addr pseudo—domain they have chosen to deleg
to (the RFC does not offer a convention they recommend for everyday use), and you will have to register
control for that pseudo—domain. | will assume that the provider has delegated control to you, and the name
the pseudo—domain is 8.1.1.10.in—addr.arpa. The provider would create CNAME entries of the form

8.1.1.10.in-addr.arpa. 2H IN CNAME 8.8.1.1.10.in—addr.arpa.
9.1.1.10.in-addr.arpa. 2H IN CNAME 9.8.1.1.10.in—addr.arpa.
10.1.1.10.in-addr.arpa. 2H IN CNAME 10.8.1.1.10.in—addr.arpa.
etc.

in their zone file for the 1.1.10.in—addr.arpa domain. The configuration of your 8.1.1.10.in-addr.arpa zone
file is given later in this section.

If your provider is willing to delegate control of the reverse DNS to you, they will create CNAME entries in
their reverse DNS zone table for those IP numbers you control, pointing to the corresponding records in you
pseudo-domain, as shown above. If they are not willing to delegate control to you, you will have to ask then
to update their reverse DNS entries any time you add, delete, or change the name of an externally visible hc
in your domain. If the reverse DNS table is not synchronized with your forward DNS entries, certain services
may generate warnings, or refuse to handle requests issued by machines affected by the mismatch.

You now have to create a second named setup, this one to handle requests issued by machines outside the
private network gateway. This setup lists only those hosts and IP humbers which are externally visible, and
responds only to requests on the outside interface of the private network gateway machine.

First, create a second configuration file, for instance /etc/named.ext.conf for requests from the
external interface. In our example, it might be as follows:

options {
directory "/var/named";
listen-on {10.1.1.9; };

h

zone "."{
type hint;
file "root.hints";

h

zone "0.0.127.in-addr.arpa” {
type master;
file "pz/127.0.0%;

zone "8.1.1.10.in-addr.arpa" {
type master;
file "ext/8.1.1.10";

h

zone "example.com” {
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type master;
notify no;
file "ext/example.com";

The root.hints and pz/127.0.0 files, both under /var/named are shared with the other running
daemon. The file ext/8.1.1.10 is as follows:

$TTL 86400
@ IN  SOA fred.example.com. root.fred.example.com. (
1 ; Serial
10800 ; Refresh 3 hours
3600 ; Retry 1 hour
3600000 ; Expire 1000 hours
86400) ; Minimum 24 hours

NS  dns.example.com.
9 IN  PTR fred.example.com.
PTR dns.example.com.
PTR  mail.example.com.
10 IN PTR Dbetty.example.com.
PTR  www.example.com.
PTR ftp.example.com.

The file ext/example.com contains the following:

$TTL 86400
@ IN SOA example.com. root.fred.example.com. (
10021 ; Serial
8H ; Refresh 8 hours
2H  ; Retry 2 hours
1W  ; Expire 1 week
1D ; Minimum 1 day
)
NS fred.example.com.
IN A 10.1.1.9
IN MX 10 mail.example.com.
IN MX 20 <ISP Mail Machine>.
localhost A 127.0.0.1
fred A 10.1.1.9
betty A 10.1.1.10
dns CNAME fred
mail CNAME fred
Www CNAME betty
ftp CNAME betty

Start the two daemons on the private network gateway machine. Put the following into your network daemot
initialization scripts:
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/usr/sbin/named -u dnsuser —g dnsgroup /etc/named.conf
/usr/sbin/named -u dnsuser —g dnsgroup /etc/named.ext.conf

I've assumed here that you have created the unprivileged user ““dnsuser, and the corresponding unprivilege
group “dnsgroup". If a bug in bind turns up, which allows an attacker to execute code from within named, th
attacker will find himself restricted to those operations available to the unprivileged user. The

/var/named directory and the files within should not be writable by “dnsuser".

The machines on the private network must have their name resolution configured to ask dns.example.com (
IP 192.168.1.1 in our example), while the externally visible machines can either query the network gateway'
outside interface (at IP 10.1.1.9 in our example), or the ISP's DNS servers.

Fully Exposed Network, Hosted By ISP

In this configuration, you have chosen to expose all of your hosts. You have a real IP number for each
machine in your domain, and you've given your ISP the list of machine names and IP numbers. The ISP has
given you at least one IP number for their DNS host(s). Your Linux boxes are now configured for name
resolution in /etc/resolv.conf:

search example.com
nameserver <DNS host 1>
nameserver <DNS host 2>

Windows boxes are configured with the same parameters, in the network settings dialogues.

Preparing DNS Before Moving Your Domain

If you decide to move your domain to a new IP number, either because you have to change your ISP or
because you've changed some details of your service which require you to move to a new IP number from
same ISP, you will have to make a few preparations ahead of the move.

You want to set things up so that the IP number fetched by a DNS lookup somewhere in the outside world
points properly to the original IP number until you move, and then quickly points to the new IP number after
you move. Remote sites can have cached your IP number, and subsequent queries may be answered local
from the cache, rather than querying the appropriate servers. The effect of this might be that people who ha
visited your site recently are unable to connect, while new visitors have no problems, because only the new
visitors are getting valid uncached data. Complicating things further is the fact that the root-level servers are
only updated twice a day, so it's difficult to time a change to the identities of your pri