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Scope

Monthly Threat Intelligence report provides information on techniques
and / or ways to attack company’s assets and infrastructure. This report aims to be
general in nature and is not tailored to any particular company. Please contact us for a
threat intelligence service tailor for your company.

1. Hackers can check your webpage for errors

Russian hackers can check your webpage for flaws in exchange of backlink. Here is a
post on one of the Russian underground forums explaining how it works:

Ycnyra nposepKkn Ha yA3BMMOCTH, YC/IOBMSA M NpaBuia NpoBepKu Kackagubiii - [ CrangaptHbiit ] - Jinnednbii

Moanmcka Ha TeMy | COOGWMTL APYTY | Bepcus AnA nevwartn

admin () [ 18.01.2008, 21:32 Otnpasnevo #1

B cBa3u ¢ npocbbaMu Ha HaweM cdopyme Exploit.IN Forum 6bina oTKpbiTa ycnyra npoBepKy BaluUX CAIUTOB Ha YA3BUMOCTH.
<forum.status> Ycnyra 6ecnnatHas. Bce TeMbl MOAEPUPYIOTCA B pasaene.
rpynna: Aamun Mpasuna ans Bnagenbues CanToBs:

CoobLeHnid: cKpsiTo 1. TeMmbl B paspene ofo06pAOTCA MOAEPaTOPOM
PerucTpauus: 18.02.2005
Mons3osarens No: 1

[JesTenbHocTs: apyroe caire:

Penyrauua: 444 KOA @Eﬂlp

(48% - xopowo ) <a href="http://www.exploit.in" target="_blank">Protected by <img src="http://www.exploit.in/exploitin.png"
align=baseline></a>

2. Ycnyra 6ecnnartHas, HO nepea pasMelleHueM TeMbl B pasjaene Bbl 0683aHbl pa3MeCcTUTb CNeAyIoWuniA KoA Ha BalleM

unu

<a href="http://www.exploit.in" target="_blank"><img src="http://www.exploit.in/exploitin.png"
align=baseline></a>

Be3 atoro koaa rema He 6yaer ogo6peHa mogeparopom!

CaenaHo 370 Ans Toro, YTobbl NPoBepuTL Bac, Kak peanbHoro Bnagensua caiTa (YTobbl UCKNOUUTL NOCTUHT 3aSBOK Ha
NPOBEPKY YyXuX caiToB). Takxe, yTobbl B pasaene He 66110 cnaMa v pexknamsl, a 6biNU TONbKO peanbHble NOUCKKU
YA3BUMOCTEN Ha peanbHbIX CanTax.

3. Kak Tonbko Koa 6yAeT CHAT - TeMa 13 pasaena yaansercs.

4. 3anpeueHo ny6nuKoBaHMe ¥ NOUCK YA3BUMOCTEN B KPYNHbLIX NOPTanbHbIX U GOPYMHBIX ABMXKKax (Hanpumep, IPB,
Wordpress, phpBB). He uMeeT CMbICNa UCKaTb YA3BUMOCTU B CKPUNT2X, B KOTOPbLIX YXE BCE U TaK AABHO HAWAEHO.
WcknioueHme - ecnu Bbl CTaBUNM CBOM MOZAbI/Xakn/aopaboTku no kogy. O6 3TOM HYXHO CKa3aTb NPY CO3AaHWMU TEMbI.

Some rules:

1. All posts in this thread have to be approved by moderators.

2. Service is free, however before posting you must copy — paste the following code
into your website.

3. As soon as you remove the code above from your website all posts and advices
will be removed from our forum.

4. It is forbidden to test any open source content management systems (for example
Wordpress, phpBB, IPB), with exception of your plugins for that system or if you
modified source code yourself.



Question comes up — is it safe to do? For some small hobby projects that should be fine.
For big ones — no, as you are asking for trouble yourself. However, every web page is
audited by hackers on the daily basis, you just don’t get the report.

2. A premium posting area in Russian black market sales
section

There is a new “premium” sales section in one of the underground hacking forums. This
area is intended to be special, however no DDOS and carding services are allowed. All
posts are from trusted posters. Posts should be oriented to services and one-time sales of
goods are not permitted.

Kak oTKpbITb TeMY B pasgene "Premium Toprosns"?, npasuna OTKpbITUA CepBHCa B KackagHbii « [ CtanpaptHbiif ] + JiInHeHHbIA
Cpasgene
Noanucka Ha Temy | CoobuwmMTs APYry | Bepcua Ana nevartn
Support [0 19.11.2006, 18:50 Otnpaenexo #1

Mpasuna oTkpbITHA cepBucoB (co3paHusa Tem) B pasgene "Premium Toprosns”
Unregistered

Pasaen npeAHasHaueH ANs NPOBEPEHHbIX KOMMEPYECKUX CEPBUCOB, NOKYNKW/NPOAAXKK NPOBEPEHHBIX TOBApOB U ycnyr. B
pasjene MOXHO CO34aTb CEPBUC (TEMY), CBA3AHHYIO C: NOKYNKOM; NpoAaxeil; paboTon.

Ycnosua Ans OTKPLITUA CBOEro cepsnca B pasgene "Premium Toproensa™:
1. npoxoxaeHue o6a3arensHOM NpoBepKu ToBapa/ycnyru

2. npoxoxaeHue 6a30B0i BepudurKauuun sawero cepsuca/npoduns

3. onnara 50$ (oaHopa3oBas onnara, NPy OTKPLITUM TEMbl)

Bce OTKpbiBaeMble TEMbI NPEABAPUTENLHO NPOBEPSIOTCA (NPOBEPKa KOHTAKTOB, OTCYTCTBUA B 6nekax u T.4).

KOHTaKT Ans OTKPbITUA cepBuca:

MNM: admin - agMuHucTpaTop
jabber (jid): admin@exploit.im

Mpoueaypa oTKPbITHA cep Bp "Premium Toprosna":
- CTYUYMTE NO KOHTAKTaM, YKa3aHHbIM Bbilue;

- NPOXOAUTE NPOBEPKY U NOATBEPKAEHMUE;
- ONNauvBaeTe AeHbU;
- co3paeTe TeMy.

Rules are as follows:

1. We will check your product to make sure it is valid.
2. We will check your profile to make sure you are trustable seller.
3. You will have to pay $50 one time fee to open your thread.

This is yet another way how underground hackers make money. For the owner of the
forum this is yet another revenue stream, for the seller it’s a way to have his ad on the top
of the list all the time. Should we explain why it is important to have your ad on the top
of the list? A perfect example is craigslist, some people just keep on posting similar ad
every hour or so, so it will get noticed.



3. We buy your hacked databases

This person is buying freshly hacked databases of any kind; he has profiles on other
websites and provides links to threads. This way he can show others he is a seller in good
standing.

Ckynaem Bawm 6asbi KackapgHbit - [ CraHaapTHbI# ] - JIMHEWHbIA

) Ha Temy | C Tb APYry | P ANA nevarm

Keep iT Real () @ [ 21.09.2011, 18:21 OTnpasneHo #1

Ao6poro BpeMeHM CyTOK BCEM.
Papa BaM npeacTaByuTb CBOM CEPBUC CKYNKM XaKHYTbix 6a3

Hblo66u

[EE S TOoNbKO pa

Fpynna: MNMonb3oBaTens TONIbKO B OAHU PyK¥

CoobueHuit: 25 Moum npodbl Ha apyrux popymax
Peructpauus: 21.09.2011 A 2u=
Homaonsrars Nt= 391880 Bepudania/member.php?u=28023
[esTenbHOCTb: KapaAUHE seHpopc/member.php?u=3435

CCbIZIKM Ha npuBaT hopyMbl CKMHY B >xabe ace, xors 3Toro gymaro
Penytauus: 2

B AOCTATO4HO 4 cepBuca Ha Bepude, 21 cTpaHMLUa OT3bIBOB NO Npogaxe

AAMNOB...
nopyuutenu ¢ Mm¢ Ay 3eul M NPoYMX 3aKpbiTbiX 60pAoOB NpenocTaBnlo, ecnm
B 3TOM Byaer HyXaa.

191-000
godfather@jaim.at
B e o R ST

Some guidance is provided, what databases will be bought:
* Only freshly hacked databases.
* Sale should be only to one set of hands.
* Especially interested in USA and EU databases.

Hacking web servers was always profitable and / or it is a first step into environment.
These days it is close to impossible to do business without IT and a web server is a
necessity. Competition is fierce, quality developers are not cheap, and because of this
web applications have insanely a lot of bugs and vulnerabilities.

4. Online shops that send goods to Russia

Not all web-based shops send goods overseas, especially to Russia and China. Some
shops do that, and there is a possibility for hackers to use stolen credit cards numbers to
acquire these goods.



~ = -
[10 Crpanwus] [1[2)[3][5][5] Greervme ), I semaw 10O sgaae

Linowue wonbi B PY, wonbl, KOTOpbie oTchiNnalwT KackagHbik - [ CTaHaapTHbIN ] - JIMHEHHDbIN

crad B Poccuio

Yenosek roga 2006 no sepcumn
XypHana Time
S

Fpynna: Monb3osaTtens
Coobwenuit: 270
Peructpauumsa: 17.03.2009
WU3: localhost
Monb3osatens N2: 19 146
[eaTenbHoCTb: seo

PenyTtauus: 54
— (6% - xopowo ) 4

Mopgnucka Ha Temy | CoobwuTs Apyry | Bepcus ana nevyatun
@ [ 19.01.2010, 03:50 OTnpasneHo #1

MNpeanaraio NpocTo AENUTLCA Wonamu, wnowumMm B Poccuto @

MockonbKy 6b1710 NPeaNoXEeHUe BbIHECTU LWOMbI, WioWwMe B PY B OTAENbHYIO
TeMy 1 MeMbepbl hopMa ero noaaepXanu, OCyLLECTBAAIO 3Ty 3aTel0.

M3 TeMbl Npo wnowme wonbl 6yayT BblAEPHYTHI BCe COObLEeHUs, Kacatowmecs
PY.

OrpomHas npocbba KO BCeM, KTO pa3MellaeT JIMHKM Ha LWonbi:

1. CrapatbCsl OnNucbIBaTh BCE HI0AHCHI paboThbl C WOMNoM. BapuaHTel 40oCTaBKu,
onnarbl, obLweHne C cannopToM. 3TO MOMOXET KakK MOXHO A0/blUe COXPaHATb
LLION XXWBbIM.

2. Ecnu cuntaeTte HYXHbIM, CKPbIBaTbh JIMHK Ha LIOM NoA XalAoM B 3aBUCUMOCTU
OT ero cocTosiHuA. CKpbIBaTh LIOMN UCMONb30BaHHbIW A0 HeNb3si He UMeeT
cMbicna.

3. YkasbiBaTb 6e3 http.

Bcem xopolueii paboTbl @

C NpuxoAoM onbiTa MHOrMe NPo6eMbl CTARHOBATCS HE TONbKO MO Naevy,
HO 1 rny6oko no@#1o.

Requirements and rules for this thread:

1.

Please do your best to describe all nuances we need to know in order to place order

successfully. This will help to exploit shop for as long as possible.

If you find it necessary, please post links to shop under hide (hide is a feature in many

forums that hides information based on the number of posts you have in particular
forum. So, if you don’t have enough meaningful posts in this forum you can’t see it)

Example, text in red says, “you can’t read it as you don’t have 300 posts™:



Relanium ()

LeonBets.com
[ ]

Fpynna: MNMonb3oBartensb
CoobuweHnin: 1 108
Perucrpauwms: 07.03.2009
Monb3osatens N2: 18 816
JesTenbHoOCTb: Apyroe

PenyTauus: 8
= (1% - xopowo ) +

[ 20.09.2011, 07:20

Innn npocMmotpa atoro 610ka Bam Heo6xoaMMo co3aaTtb He MeHee 300 coobueHuni

Kut.LlLon Onnata nankoi.
B MioNe elle cnanun.kak o6CcTosT Agena cenyac x3.
LLwvn 6611 Ha 280 $.

MoMeHT uctuHbl "He oTcTynaTh U He caaBaTtbes'.

3. Don’t give a direct link to website, a typical method is to replace http with hxxp,

example:

Hxxp:exampleshop.com

It takes quite some time to find shops willing to ship goods to Russia or China. Many
online shops learned their lessons hard way; others are yet to learn it....

5. So your website is hacked? What'’s next?

Typically extra code is inserted in your website in the form of iframe, this gentlemen
below sells drive-by-attacks by thousands of “hits”. He has some compromised websites
with his code on them and he is selling potential malware installations to you.

buldozer790 ()

JrobonbITHLIA
==

F'pynna: MNMonb3oBatens
CoobLenuni: 22
Peructpauus: 27.01.2011
Monb3oeatens N9: 35 931
[esaTenbHOCTb: Apyroe

Penytauus: 1
= (0% - xopowo ) +

Mpoaaio kauecTtBeHHbI IFRAME Tpacduk
Moanucka Ha Temy | CoobwuTs Apyry

[ 29.01.2011, 16:58

Jabber ID#1: buldozer790@jabber.ru
Jabber ID#2: technicalsupport911@jabber.org

icq#1: 609347060
icq#2: 622729573

MuHuManbHbIR 3aKka3: 10K
Tect: 3K (nnaTHbIN)
Ycnosus pabotbl: npegonnata 100%

MIX ot 1.5% oo 3% 3a 1K (3aBUCUT OT KOHKPETHOro Habopa cTpaH).
MIX 1.5$ - POL,TUR,COL,PER,EGY,THA,IND,PAK,CRI,MYS,IDN
MIX 3% - ITA,ESP,BRA,ARG

OTpenbHas cTpaHa - 3$



Actual prices:

Hits from mixed countries will cost $1.5 to $3.0 per 1000 hits. He is able to select certain
countries out of the stream and present your exploit code just to them. Sorting out any
particular country will set you back $3 per 1000 hits. Prices are cheaper for countries
such as Poland, Turkey, Egypt, and Thailand.... and more expensive for countries such as
Italy, Spain, Brazil and Argentina.

Statistics shows about 90% of hacked web sites are compromised by known attacks.
Regular arsenal is LFI, RFI, SQLi, XSS, brute force to login, session fixation, etc. Only
about 10% of all successful attacks have some kind of Oday or other means.

Lets take a look at some key points and what is a typical scenario to make some hard $$$
out of it.

- Dedicated hosting vs. shared hosting. Shared hosting is used for small projects, for
projects that don’t have a lot of traffic. If the hacker can’t compromise the target web site
he will take a look what other websites are hosted on the same server and try to
compromise “neighbor” website. If that is successful, a shell is dropped on the server and
from the shell he will see all websites being hosted on the server.

- The goal is to compromise as high traffic website as possible. It is simply more money
to have 1 million users coming to a compromised web site than 10 users on a daily basis.
This way hackers can infect many more users by drive-by-attacks.

- Malicious code is placed on the website, typically via iframe. Why iframe? Because it is
a one liner, can be invisible in the content of the website, and it takes code from another
website and executes it in the context of user browser.

- Malicious code takes a look what kind of operating system you use.
- Malicious code takes a look what browser and particular version you use.

- Based on this information malicious code on the web site exploits your browser and
tries to compromise your system.

How money is being made:
- Lets assume attacker have successfully exploited users web browser.

- First step is to install a dropper into your operating system. This is a modular approach,
as dropper can install different malware every other month, or it can install different
malware based on victim’s geo location, etc.

- Most installations are completely transparent to victim, i.e. victim doesn’t need to
confirm anything, doesn’t need to click OK. It just happens in the background.

- By malware installation victim becomes a part of the botnet.

- The guy who runs the botnet makes quite some money by sending spam from machines
he controls, aka botnet.

- The bigger the botnet - the more money.

- Typical services provided by botnets:



* Distributed denial of service attacks (examples: VISA, PAYPAL, MASTERCARD,
SONY, EBAY)

* SPAM (examples: SPAM you have in your inbox!)

* Using the compromised hosts as a launchpad for other attacks or scanning the rest of
the Internet for vulnerabilities. (We have to remember there are roughly 4 billion or 4 000
000 000 IP addresses in the world, and it takes a lot of time to scan all of them. This task
1s much easier to do with botnet.

Conclusion

There are a lot of threats and a lot of different ways to compromise networks, servers,
infrastructure. Defense plan will vary from company to company based on the nature of
the business, however most IT security best practices apply to most companies:

* Develop and use employee awareness and training program.

* Have audit and penetration testing on your systems on regular basis.
* Keep software updated and patched.

* Assess your physical security.

* Stay ahead of hackers by doing research and threat intelligence.



