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Scope	
  
Monthly Threat Intelligence report provides information on techniques 

and / or ways to attack company’s assets and infrastructure. This report aims to be 
general in nature and is not tailored to any particular company. Please contact us for a 
threat intelligence service tailor for your company. 

1. Hackers	
  can	
  check	
  your	
  webpage	
  for	
  errors	
  
Russian hackers can check your webpage for flaws in exchange of backlink. Here is a 
post on one of the Russian underground forums explaining how it works: 

 

 
 
Some rules: 

1. All posts in this thread have to be approved by moderators. 
2. Service is free, however before posting you must copy – paste the following code 

into your website. 
3. As soon as you remove the code above from your website all posts and advices 

will be removed from our forum. 
4. It is forbidden to test any open source content management systems (for example 

Wordpress, phpBB, IPB), with exception of your plugins for that system or if you 
modified source code yourself. 

 



 3 

Question comes up – is it safe to do? For some small hobby projects that should be fine. 
For big ones – no, as you are asking for trouble yourself. However, every web page is 
audited by hackers on the daily basis, you just don’t get the report. 

2. A	
  premium	
  posting	
  area	
  in	
  Russian	
  black	
  market	
  sales	
  
section	
  

There is a new “premium” sales section in one of the underground hacking forums. This 
area is intended to be special, however no DDOS and carding services are allowed. All 
posts are from trusted posters. Posts should be oriented to services and one-time sales of 
goods are not permitted. 

 

 
 

Rules are as follows: 
1. We will check your product to make sure it is valid. 
2. We will check your profile to make sure you are trustable seller. 
3. You will have to pay $50 one time fee to open your thread. 

This is yet another way how underground hackers make money. For the owner of the 
forum this is yet another revenue stream, for the seller it’s a way to have his ad on the top 
of the list all the time. Should we explain why it is important to have your ad on the top 
of the list? A perfect example is craigslist, some people just keep on posting similar ad 
every hour or so, so it will get noticed. 
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3. We	
  buy	
  your	
  hacked	
  databases	
  
This person is buying freshly hacked databases of any kind; he has profiles on other 
websites and provides links to threads. This way he can show others he is a seller in good 
standing. 

 
 

Some guidance is provided, what databases will be bought: 

• Only freshly hacked databases. 

• Sale should be only to one set of hands. 

• Especially interested in USA and EU databases. 

Hacking web servers was always profitable and / or it is a first step into environment. 
These days it is close to impossible to do business without IT and a web server is a 
necessity. Competition is fierce, quality developers are not cheap, and because of this 
web applications have insanely a lot of bugs and vulnerabilities. 

4.	
  Online	
  shops	
  that	
  send	
  goods	
  to	
  Russia	
  
Not all web-based shops send goods overseas, especially to Russia and China. Some 
shops do that, and there is a possibility for hackers to use stolen credit cards numbers to 
acquire these goods. 
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Requirements and rules for this thread: 

1. Please do your best to describe all nuances we need to know in order to place order 
successfully. This will help to exploit shop for as long as possible. 

2. If you find it necessary, please post links to shop under hide (hide is a feature in many 
forums that hides information based on the number of posts you have in particular 
forum. So, if you don’t have enough meaningful posts in this forum you can’t see it) 

Example, text in red says, “you can’t read it as you don’t have 300 posts”: 
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3. Don’t give a direct link to website, a typical method is to replace http with hxxp, 
example: 

Hxxp:exampleshop.com 

It takes quite some time to find shops willing to ship goods to Russia or China. Many 
online shops learned their lessons hard way; others are yet to learn it…. 

5.	
  So	
  your	
  website	
  is	
  hacked?	
  What’s	
  next?	
  
Typically extra code is inserted in your website in the form of iframe, this gentlemen 
below sells drive-by-attacks by thousands of “hits”. He has some compromised websites 
with his code on them and he is selling potential malware installations to you. 
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Actual prices: 
Hits from mixed countries will cost $1.5 to $3.0 per 1000 hits. He is able to select certain 
countries out of the stream and present your exploit code just to them. Sorting out any 
particular country will set you back $3 per 1000 hits. Prices are cheaper for countries 
such as Poland, Turkey, Egypt, and Thailand…. and more expensive for countries such as 
Italy, Spain, Brazil and Argentina. 

Statistics shows about 90% of hacked web sites are compromised by known attacks. 
Regular arsenal is LFI, RFI, SQLi, XSS, brute force to login, session fixation, etc. Only 
about 10% of all successful attacks have some kind of 0day or other means. 

Lets take a look at some key points and what is a typical scenario to make some hard $$$ 
out of it. 

- Dedicated hosting vs. shared hosting. Shared hosting is used for small projects, for 
projects that don’t have a lot of traffic. If the hacker can’t compromise the target web site 
he will take a look what other websites are hosted on the same server and try to 
compromise “neighbor” website. If that is successful, a shell is dropped on the server and 
from the shell he will see all websites being hosted on the server. 

- The goal is to compromise as high traffic website as possible. It is simply more money 
to have 1 million users coming to a compromised web site than 10 users on a daily basis. 
This way hackers can infect many more users by drive-by-attacks. 

- Malicious code is placed on the website, typically via iframe. Why iframe? Because it is 
a one liner, can be invisible in the content of the website, and it takes code from another 
website and executes it in the context of user browser. 

- Malicious code takes a look what kind of operating system you use. 

- Malicious code takes a look what browser and particular version you use. 
- Based on this information malicious code on the web site exploits your browser and 
tries to compromise your system. 

 

How money is being made: 
- Lets assume attacker have successfully exploited users web browser. 

- First step is to install a dropper into your operating system. This is a modular approach, 
as dropper can install different malware every other month, or it can install different 
malware based on victim’s geo location, etc. 

- Most installations are completely transparent to victim, i.e. victim doesn’t need to 
confirm anything, doesn’t need to click OK. It just happens in the background. 

- By malware installation victim becomes a part of the botnet. 

- The guy who runs the botnet makes quite some money by sending spam from machines 
he controls, aka botnet. 

- The bigger the botnet - the more money. 
- Typical services provided by botnets: 
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 * Distributed denial of service attacks (examples: VISA, PAYPAL, MASTERCARD, 
SONY, EBAY) 

 * SPAM (examples: SPAM you have in your inbox!) 

 * Using the compromised hosts as a launchpad for other attacks or scanning the rest of 
the Internet for vulnerabilities. (We have to remember there are roughly 4 billion or 4 000 
000 000 IP addresses in the world, and it takes a lot of time to scan all of them. This task 
is much easier to do with botnet. 

 

Conclusion	
  
There are a lot of threats and a lot of different ways to compromise networks, servers, 
infrastructure. Defense plan will vary from company to company based on the nature of 
the business, however most IT security best practices apply to most companies: 

• Develop and use employee awareness and training program. 
• Have audit and penetration testing on your systems on regular basis. 
• Keep software updated and patched. 
• Assess your physical security. 
• Stay ahead of hackers by doing research and threat intelligence. 


